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1 ABOUT THIS DOCUMENT 

1.1 Date of last update 

1.2 Distribution list for notifications 

1.3 Location where this document may be found 

1.4 Authenticating this document 

2 CONTACT INFORMATION 

2.1 Name of the team 

2.2 Address 

2.3 Time zone 

2.4 Telephone number 

2.5 Electronic mail address 

2.6 Public keys and encryption information 

 



                                                                                         

 

 

2.7 Team members 

 

 

 

 

 

 

 

 

 

 

 



                                                                                         

 

 

 

2.8 Points of customer contact 

3 CHARTER 

3.1 Mision statement 

3.2 Constituency 

3.3 Sponsorship and/or affiliation 

3.4 Authority 



                                                                                         

 

 

4 POLICIES 

4.1 Types of incidents and level of support 

4.2 Cooperation, interaction and y disclosure of information 

• 

• 
 

• 

• 

• 

• 

• 

• 

• 

4.3 Communication and authentication 

• 

• 

• 



                                                                                         

 

 

• 

5 SERVICES 

5.1 Incident response 

5.1.1 Incident triage 

• 

• 

5.1.2 Incident coordination 

• 

• 

• 

• 

5.1.3 Incident resolution 

• 

• 

• 

5.2 Proactive services 

5.2.1 Announcements and warnings 

5.2.2 Vulnerabilities management 

5.2.3 Security assessment/audit 



                                                                                         

 

 

5.2.4 Security tools development 

5.2.5 Training and awareness raising 

5.2.6 Records retention 

6 HOW TO REPORT AN INCIDENT 

• 

• 

• 

• 

• 

• 

7 DISCLAIMERS 


